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1. An image capWe device including: 
a sensor for capturing an image; and 

a steganographic encoder for encoding auxiliary data in the image. 
5 \ 

2. The image capture device of claim 1 wherein the auxiliary data describes 
attributes of the image. 

3. The image capture device\of claim 1 wherein the auxiliary data includes a 
10 reference to auxiliary data stored outside the image. 



4. The image capture device^of^cW 1 wherein the auxiliary data includes 
authentication data for authenticated the image. 



15 5. The image capture de^ce 

from the image. 



srein the authentication data is derived 



6. The image capture device of claim 1 including an interface for receiving the 
auxiliary data from an external device. 

20 

7. The image capture device of claim 1 including an interface for receiving an 
operating parameter specifying a type of auxiliary data to associate with the image. 

8. The image capture device of claim 1 including an mterface for receiving session 
25 parameters that govern operation of the image capture device cmring a session. 



9. The image capture device of claim 8 wherein at least one of the session 
parameters instructs the image capture device to preclude a user fronj altering a camera 
setting during the session. 
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10. The image capture aevice of claim 8 wherein the session parameters specify 
auxiliary data to be associated wim a picture during a session. 

1 1. An image capture devicQ including: 
a sensor for capturing an image; 

a processing unit for associatingyauxiliary data with the image; 
an interface for receiving session parameters that govern operation of the image 
capture device during a session. 

12. The image capture device of clainiyl 1 wherein the session parameters specify 
auxiliary data to be associated with images capWed by the sensor during a session. 

13. The image capture device of claim 1 1 wherein at least one of the session 
parameters instructs the image capture(aevice to^eVlude a user from altering a camera 
setting during the session. 

14. The image capture device of Slaim 1 1 wherein a session identifier is 
steganographically encoded in image or nfetadata associated with the image in the session. 



15. A method for associating auxiliary data with an image, the method comprising: 
extracting a steganographic reference to auxiliary data m the image; 
querying a metadata database to request the auxiliary data associated with the image 
using the extracted reference to access the auxiliary data in the metadata database; and 
receiving the auxiliary data from the database. 



16. The method of claim 15 including: \ 
using the auxiliary data received from the database to create an i] 
the image and the auxiliary data. 



[age file including 



JRM:dks 60100 pa 2/17/00 



-30- 



• 

EXPRESS MAIL EL525676467US 



17. The methodYf claim 15 including: 

sending authentication data to the metadata database to request access to the 
auxiliary data associated vAth the image. 

5 18. The method of clakn 15 including: 

sending a request to the\petadata database to edit the auxiliary data associated with 
the image. 

19. A computer readable nredium having software for performing the method of 
10 claim 15. 



15 
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20. A method for associating auxiliary data with an image, the method comprising: 

maintaining a database of auxiliar^data items associated with images, each item 
being associated with an image via a refejem:e steganographically encoded in the image; 

from a requesting application, receivip^ajequest for auxiliary data associated with 
an image, the request including a refeijence extracted from the image; 

using the reference to locate the auxilianj^-^dStAassociated with the image in the 
database; and V^x^ 

returning the auxiliary data corr^ponding \p the reference to the requesting 
application. 



25 



21 . The method of claim 20 including: 

determining whether the requesting application t^^s access rights to the requested 
auxiliary data. 

22. The method of claim 20 including: 

determining whether the requesting application has edi\ing rights for the requested 
auxiliary data. 
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23. A computer readable^ medium having software for performing the method of 
claim 20. 



10 



24. A method for associatingiauxiliary data with an image, the method comprising: 

maintaining a database of steg^ographic links and metadata databases associated 
with the steganographic links; 

from a requesting application, reoeiving a steganographic link extracted from an 
image, the link referencing auxiliary data about the image; 

using the steganographic link to locate a metadata database that stores the auxiliary 
data associated with the image; and \ 

forwarding the steganographic link to ^e metadata database that stores the auxiliary 
data associated with the image. ^^^^-^ \ 




25. A computer readable medium having sWlware for performing the method of 



- 15 claim 24. 
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26. In an image capture system that includes alsjamera, a camera user interface, a 
distinct computer, and an interface for co\imunicating between the camera and the 
computer, the camera including a timekeeping function, aVnethod comprising: 

sending data from the computer to the camera to ini\jate a session, the data including 
date and time data; 

setting the timekeeping ftmction in the camera to corre)y5ond to the date and time 
data received from the computer; and 

preventing the camera's timekeeping function from beingYhanged, through the 
camera user interface, for the duration of the session. 



27. The method of claim 26 in which the session continues until photo data from the 
camera is downloaded to the computer. 
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28. In a method of associating auxiliary data with an image in an imaging system, 
the system including a camerAa computer, and an interface for communicating between the 
camera and the computer, an imVovement comprising automatically steganographically 
encoding image data with digital watermark data upon transfer to the computer. 

29. The method of claim 28 wdiich includes associating metadata in the camera with 
an image captured in the camera, transiferring said metadata to the computer with the image, 
and associating said metadata in the computer with the digital watermark. 



30. The method of claim 28 in whic^the digital watermark data permits detection of 
subsequent image alteration. ^ — ^ 

31 . The method of claim 284n which the encodirxg-is performed by the computer. 



32. A method of operating an iniage capture system, the system including a camera 
and a distinct computer with a user interface, the method including providing to the camera 
from said computer at least one data item to be steganogmphically encoded in an image 
captured by the camera, wherein the user interface of the computer is utilized to specify the 
data item. \ 

33. The method of claim 32 which includes providing asteganographic link to the 
camera from the computer. \ 

34. An image database accessible on the internet, permitting storage of images from 
plural unrelated consumers, characterized in that the database maintains^- for each of several 
images - a history file detailing the vendors from whom a consumer has requested service 
relating to an image. \ 





35. A method of maintaining a transaction history for image processing, transactions 
on images, the method comprising: \ 
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maintaining a transaction history of an image stored on a networked device; 

in response to receiving a transaction request to process an image stored on the 
networked device, updating the transaction history of the image by adding data about the 
transaction to the transaction history. \ 

36. The method of claim 3o incliMing: 

associating the transaction hMory m^'the image through a Unk between the image 
and the transaction history. j){ \ 

37. The method of claim 36 wherein the Unk is a stegano graphic Hnk embedded in 
the image. \ 




